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RAID Recovery course 

Lesson 3 - RAID content analysis 

Practice part 

Task 1 – Determine information about RAID configuration – work with a screenshot of content 

analysis of RAID disks 
In this task, we deal with a screenshot of ReclaiMe Pro content analysis performed on the eight-disk sample 

set.  

 

Let's call the disks by the numbers listed in the first column – from 0 to 7.  

Normally, one works top to bottom the content analysis screen, so first, let's look at the statistics field. 

The first thing that catches the eye is that there are two disk groups – Disks {0, 1, 2, 3} and 

Disks {4, 5, 6, 7}. These disk groups are distinguished by both ratio of zeros and average entropy. 

Preliminary conclusion is that most likely we deal with disks forming two different RAIDs.  



RAID Recovery course – RAID content analysis 
www.ReclaiMe-Pro.com 

 
Now let's analyze the mirror map. Here we see that there are two 100% disk mirror pairs: Disks 4, 6 and 

Disks 5, 7. All this points to the fact that Disks 4, 5, 6, and 7 form a RAID10. That does not contradict the 

statement made above (based on the statistics) that Disks 4, 5, 6, and 7 belong to the same array.  

Further, we need to analyze the parity tests. In our lessons, we strongly recommend that you analyze 

parity only after excluding blank disks and mirror pairs. The parity analysis is correct even with these, 

but the result is hard to interpret. However, in our case we have that we have and we need to get as 

much information as possible.  

1. Parity for the full disk set equals 100% meaning that all rows in the disk set are even. Let's see 

how such a situation might happen with the disks belonging to the different RAIDs. So, we have 

already decided that Disks 4, 5, 6, and 7 form a RAID10. As we explained in our lessons, mirrors 

are always even (each row on the Disks 4, 5, 6, and 7 is even). To get all the rows on the full 

disk set even, rows on Disks 0, 1, 2, and 3 should be even as well. In other words, there is four 

variants to get 100% parity on the full disk set: 

a. Disks 0, 1, 2, and 3 are blank. 

b. Disks 0, 1, 2, and 3 form a RAID10. 

c. Any combination of the above, like RAID1 plus two blank disks. 

d. Disks 0, 1, 2, and 3 form a parity-based array – RAID5 or RAID6. 

Since at this point we know from zero and mirror analysis that first three variants are impossible for the 

analyzed disk set, the only possible option is that Disks 0, 1, 2, and 3 form a parity-based array.  

2. In excluding combinations, we can also notice two disk groups: one disk group including disks 

with 31% of even rows and the other group consisting of the disks with 0% of even rows. Then, 

the thing that there are 31% parity in four exclusion combinations (Disks 0, 1, 2, and 3) and 31% 

of zeros for the same disks catches the eye. Let's look at what parity block will store if all data 

blocks are zero.  

Since 𝑃 = 𝐷1 𝑥𝑜𝑟 𝐷2 𝑥𝑜𝑟 𝐷3 and if 𝐷1, 𝐷2 and 𝐷3 are zero blocks, then 

 𝑃 =  0 𝑥𝑜𝑟 0 𝑥𝑜𝑟 0 𝑥𝑜𝑟 0 =  0. If you exclude any of data blocks (1, 2, or 3) or parity block (P) 

from the parity calculation, nothing changes and a row consisting of remaining blocks will be still 

even. All this points to the fact that Disks 0, 1, 2, and 3 form a full RAID5 filled with only 70%. 

Conclusion 
In this disk set, there are disks forming two different arrays – Disks 0, 1, 2, and 3 belong to a full RAID5 

while Disks 4, 5, 6, and 7 form a RAID10. For the disk set {4, 5, 6, 7}, it is needed to select any of the two 

RAID0 sets - {4, 7} or {5, 6} - and perform the recovery as in case of a typical RAID0. For the disk 

set {0, 1, 2, 3}, it is needed to proceed to the entropy analysis.  

Task 2 – Determine information about RAID configuration – work with disk image files from a RAID 
Frist we need to load disk image files into ReclaiMe Pro. Notice that disk image files you are offered to work 

with in this task are in VHD format rather than sector-by-sector disk copies, that's why they cannot be 

loaded in ReclaiMe Pro directly. So before loading you need to mount them using Disk Management. Open 

Disk Management, click Action-Attach VHD, and specify the location of disk image files one by one. You 

should get the following picture: 
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Let's analyze what we see in Disk Management. We see that one of the disks has a 580 MB partition that, 

given the size of each disk (307 MB), indicates that we deal with a RAID10 where exactly the half of array 

capacity is used to store user data: 307 𝑀𝐵 ∗ 2 = 614 𝑀𝐵 that is very close to the partition size. However, 

as we know, a healthy RAID10 should have two disks with partitions in Disk Management since two copies 

of each data block are stored on the RAID10 member disks. But we see only one disk having a partition and 

therefore may guess that something is wrong with the data on one of the disks at the beginning where 

partition table should be located. 

Then launch ReclaiMe Pro, select the just mounted disks for the content analysis, and get the following 

picture: 
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First look closely at the statistics as to ratio of zeros and average entropy. We see that Disks 0, 1, and 2 

have the same ratio of zeros (21.3 %) and average entropy (5.93 b/B) while Disk 3 differs from them by 

these characteristics. Preliminary conclusion is that Disks 0, 1, and 2 are from the same array while Disk 3 

seems to be a foreign one.  

Now let's move on to the mirror analysis. Here we see that Disks 0 and 2 form a mirror pair while Disks 1 

and 3 are partially mirrored (25%). Therefore, we can't say that Disk 3 doesn't belong to the analyzed array. 

Such a partial mirror can be explained by the fact that we deal with the RAID10 where data on Disk 3 was 

partially lost, for example due to an incorrect rebuild. All data rest is 25% of the array data locating closer to 

the end of the disk (for the explanation refer to the conclusion made from the Disk Management 

screenshot). 

In our data recover lessons we mentioned that the parity analysis makes sense only for parity-based arrays. 

However, parity tests are done for any set of disks and our case is no exception, so let's look at the parity 

analysis as well. Before analyzing, recall that ReclaiMe Pro calculates parity only in those rows where at 

least one block contains non-zero data.  

Thus, we see that parity tests for the full disk set detects approximately 30% even rows. How can it be? 

From the mirror analysis we know that there is one full mirror pair (Disks 0 and 2) and one partial mirror 

pair (25% in Disks 1 and 3) meaning that in the full disk set there are about 25% of "mirror" rows which in 

turn gives you 25% of even rows (remember: mirrors are always even). Remaining 5% of even rows can be 

explained by the specifics of data stored. By summarizing all the conclusions we can draw the following 

picture (note that Disks 1 and 2 were permuted for convenience): 

 

Now let's look at the number of even rows for the combination where Disk 1 was excluded – 76%. Such a 

number is explained by the fact that: Disks 0 and 2 are mirror copies meaning that parity calculated over 

the blocks from these disks is 0 and so, when calculating parity, only data stored on Disk 3 is important. If 

some data block on Disk 3 is zero, you get an even row, otherwise – non-even.  

 

Since ReclaiMe Pro does not calculate parity over completely zero rows (that is 21% of zeros is not 

considered), even rows are obtained from the large zero area at the beginning of Disk 3. 

So, although, parity analysis in this case does not add new information about the RAID in question, it still 

confirms conclusions made based on the statistics and mirror analysis.  
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Conclusion 
All signs point to the fact that we deal with a 4-disk RAID10 in which one of the disks (Disk 3) is out of sync 

possibly due to an unsuccessful rebuild. Further, we need to select any disk from a good mirror pair - Disk 0 

or Disk 2 - along with the only good disk from the partial mirror pair – Disk 1 - and proceed with RAID 0 

recovery.  


